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MepBas nuHMS 3aWNTbI KOPNOPaATUBHOM CETU

BrnsHec-3apaum 6onblIMHCTBA NPeANPUATU CEroAHS Y>Xe HEBO3MOXHbI 63 NCrNonb30BaHUS UHTEPHETA.

OpHako, 6yayum yao6HbIM MHCTPYMEHTOM B paboTe N UCTOYHMKOM MHOPMaLUN, MHTEPHET NPy 3TOM

SBNsieTCS OAHUM N3 OCHOBHbIX UCTOYHMKOB Yrpo3 KOpNopaTMBHOWN UHTEPHET-6e30nacHOCTM.

* Beb-yrpo3sbl pacTyT He TONbKO KOIMYECTBEHHO, HO N KAYE€CTBEHHO U CTAHOBSTCS 60nee N3oLpeHHbIMU.

*  3noyMbIWNEHHNKMN UCNOb3YIOT METOAbI COLManbHO MHXXeHepuK, YTobbl BBOAUTL B 3abnyxaeHne
nonb3oBaTenei n pobneaTtbes xenaemoro 6e3 nomowm BpegoHocHoro MO.

+ C Buay 6e3BpeaHblil, HO copep KaLlLnii SKCNNONTbI BE6-caliT MOXeT He3aMeTHO 3apasunTb
KOpPNOpaTUBHYIO CETb.

BesycnoBHo, apdekTrBHaa 3amTa paboumx MecT MMeeT peLualoLlee 3HaYeHNE A5 MOBbILLIEeHUS NX
ycToiumsocTu k Be6-yrposam. Ho nornuHee 6opoTbcs ¢ yrpo3amu Ao Toro, kKak oHu nonagyT Ha pabouue
MecTa nonb3oBaTtenel KopnopaTuBHoO ceTu.

BnoknpyinTte atakm po Toro, Kak OHW
AOCTUNHYT L,enn

3awmTa nonb3oBaTteneii N KOHEUYHbIX YCTPOICTB OT Be6-aTak

Kak npaBunno,ee6-yrposbl NpYBOASTCS B AEACTBME Ha KOHEYHbIX YCTPOCTBAaX.
Kaspersky Security ons MHTepHeT-LLNIO30B O6HaPYXXMBAET N HENTPanM3yeT yrposbl
Ha paHHel CTaaun — NpPexae Yem OHU MPOHNKHY T BHY TPb NepumMeTpa CeTu.

CHM)KEeHne PUCKOB, CBSI3aHHbIX C MHTEpPHET-pecypcamm

PelweHune orpaHnyBaeT AOCTYN K OTAENbHBIM BEG-PECYPCaM U NX KaTeropmnsam

B COOTBETCTBMM C MOMTMKaMN 6e30MacHOCTM KoMMaHun. PelieHne 6nokmpyeT
MOTEHLIMANbHO OMacHbIE 1 3apaXkeHHbIe CaliTbl (HanprMep, GULLMHIOBbIE NIV CodepPXKaLLme
BpenoHocHoe NO).Kaspersky Security ans MHTEPHET-LLNO30B NO3BONSIET 3HAUNTENBHO
CHU3WTb PUCK 3apaXKeHIs BaLLE CETU, YTEUKM LLIEHHbIX aHHbBIX 1 CMONb30BaHNS
MHTEpHEeTa B Hepabounx Lessix.

MoBbimeHne YCTOﬁHMBOCTM K NpoABUHYTbIM aTakamMm

Kaspersky Security ons MHTEpHET-LLNIO30B MHTErPUPYETCS C APYTMMU PELLEHNSMMN
«JlabopaTopuun Kacnepckoro», npegocTaBnseT AONONHUTENbHbIE AaHHbIE

AN9 yrny6neHHOro aHannaa yrpos v no3BosiseT pa3pyLlaTb Lenoyku Lienesbix atak
NPV NOMbITKE NepeceyeHns NnepumeTpa.
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KrnioueBble BO3MO)XHOCTHU

MHoroypoBHeBas 3awmTa
oT BpepoHocHoro N0

HapexHast MHoroyposHeBas 3aluTa
oOHapy>XuBaeT, aHanMsnpyeT

1 6r1oKMpYyeT pasnnyHble yrpossl,
Takue Kak wnnoHckoe 10, 6aHKkoBCKMe
TPOSHLI, MPOrpamMmbl- BeIMOraTenu,
KpvnTOMaiHepbl 1 Barinepbl.

484

Be6-KoHTponb
C KaTeropusaumei

[ocTyn K HexxenaTenbHbIM, HEYMECTHbIM

1 BPELOHOCHBIM BEG-CaiTamM MOXHO
3a610KMPOBaTb U OrPaHNYNTb

Ha OCHOBaHWV MPEABapPUTENBHO 3a4aHHbIX
KaTeropui.

MpepoTBpaweHne
HeXXenaTenbHoOM
nepenayn ¢aiinos
3arpyska ofHUX TMNOB daiinos
MOXET NPUBECTU K 3apaxKeHuio,

a oTnpaBska Apyrux — K yreuke
LaHHbIx. [TpefoTepalleHne
3arpysku 1 nepepaum Takmx daiinos
3HAUNTENBbHO CHMXaeT PUCKN.

CKayaHo ¢

NMepepoBas sawmuTa ot
$uwmHra

AHTUOULINHrOBbIE KOMMOHETHBI
MCNONb3YIOT 0BNayHyto 3alwmnTy oT
N3BECTHbIX N HEN3BECTHbIX GULLMHIOBbIX
Yrpos3 1 yrpos «HyrneBoro yaca» Ha 6ase
HelipoceTeBoro aHannaa 6onee Yem

no 1000 kpuTtepures. OHM BKNtoYatoT
aHanns n3obpaxeHui, 93bIkoBble
npoBepku 1 cneundryeckmne CKpunTh,

a TaKxe coburpaemMble CO BCEro M1pa
LaHHble O BPeAOHOCHBIX 1 GULLNHFOBbIX
Beb n IP- agpecax.
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YnpaeneHue

n Npo3pavHOCTb

MNpocToii Beb-nHTepdeiic nossongeT
afAMUHNCTPAaTOPY KOHTPOMPOBaTb
YPOBEHb 3aLLUTbl KOPNOPaTUBHOIO
npoKcu-cepBepa n oCyLLecTBNATb
HacTpPOIKy cucTembl 6e30nacHOCTY.

©

Mbkoe pa3BepTbiBaHUE

Kaspersky Security pns uHTepHeT-
LUMO30B MOXET BbITb MHTErPUPOBaH

B KOPrOpPaTVBHYIO CETb B KA4eCTBe
CVCTEMbI 3aLLVMThI CYLLECTBYIOLLENO
npokcu-cepsepa. Bropoii BapnaHT
MOCTaBKM MNO3BOSNSET Pa3BEPHY Tb
MOSTHOLIEHHOE NPOrPaMMHOE YCTPOWCTBO
6e30MacHOCTU, BKIIOYatoLLEee roToBbIN

K MICMONb30BaHWIIO NMPOKCU-CepBEP

N CUCTEMY €ro 3aLLUThI.

T=EXK/1I04YN.PpH

PenyTauvoHHas
bunbTpauvs

PelweHmne punstpyeT nopospuTensHble

1 HexenaTtenbHble Beb u IP-anpeca,
Hapylwas cLeHapum Beb-aTak. Ero
6a3a NoMosHIETCS 3a CHET BEPAMNKTOB,
Kaspersky Security Network,

1 pe3ynbTaToB aHanmsa (Ha ocHoBe
MaLUMHHOro 0By4eHuns) 6onbLIoro
o6beMa AaHHbIX, MoNyYaeMbiX B pexmme
peanbHOro BPEMEHM OT AECSTKOB
MWNIMOHOB MNoJsib30BaTesNei, a Takxe
Ha OCHOBE OMbITa 3KCMEepPTOB
«J1laBopaTopum Kacnepckoro».
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BCex MHTepHe'r-nonhaoaa'reneﬁ

rnoABeprAMCh No MEHbLUEN Mepe
OfHOI aTake C UCMOoMb30BaHNEM
BpepoHocHoro MO

Yenoseueckuii —i
SxennoiiTel
& ¢aK'rop :gpenonocnoe

OAHa U3 Tpex rnaBHbIX
MPUYMH Cepbe3HbIX
yTeuek AaHHbIX

114 525 734*
@ YHUKanbHbIX
BPEeAOHOCHbIX

URL-appecos
o6Hapy>eHo

BéﬂOMAHHbIVI/BPED,OHOCHbIVI BEB-CAUT

MuoroyposHesas
3awmra
OT BPeAOHOCHOro
no

HexenarenbHbie
wnm onacHble
Tvnel daiinos

DunsTpauns
o copepxumomy

yrpos

Mepepaua

KOHTEHTa

Be6-KkoHTpons
w AnTidmmHr

Sawura Be6-wniosa
moxxeT 3abnokuposarb
Ao 95% exopswmx
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3awmTa OT CNIOXKHbIX YIPO3 1 LieNeBbIX
aTak

WHTerpauus Kaspersky Security ang MHTEPHET L0308 ¢ NnaTdhopMOol 3aLLmnThl OT LiENeBbIX
aTtak Kaspersky Anti Targeted Attack nossonseT nonyyaTtb LONOAHATENbHbIE AaHHbIE

nns 6onee rny6oKoro aHannsa, aBToMaTUYeCkn B11oKNPOBaTL KOMMOHEHTbI aTak 1

CBSI3b C CEpPBEPaMM 3/10YMbILLNEHHUKOB Yepes MHTEPHET, HanprMep nepeaavy KoMaHz,
BPEAOHOCHOIO KOAA U U3BeYeHne ykpaaeHHbIX AaHHbIX. OHW paspaboTaHbl Ha eauHON
TeXHoornyeckoi 6ase 1 OTNMYHO OOMOMHSIOT APYT ApYra, oBecrneynBas KOMMIEKCHYIO

1 HaAEXHYIO 3aLLnTY.

UnTepHeT PeweHus «JlabopaTopumn
Kacnepckoro» npegoTepatnmn
687 861449* atak,

3anyLUeHHbIX C OHNaliH-pecypcoB

DULLNHIOBbIV CAUT

| HocTyn Tonbko
s K paspeLueHHbIM
pecypcam

Bawyra ot Be6-yrpos
oBHapyxuna

64 559 357*

YHVKanbHbIX BPEAOHOCHBIX
ob6bekTOoB
AHTUOVLIMHF

1 Be6-KOHTpoNb

Kaspersky
Anti Targeted
Attack

Yeny6nennbiii
ananus u

pearmposaHue

! !
" APT-yrpossi
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*NaHHble oTueTa Kaspersky Security Bulletin 2021.

Kaspersky Security
AN NHTEPHET-LUNIO30B
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Tak>xe pekomeHAayem:

Kak npnobpecTtn

Kaspersky Security pns nouroBbix
cepBepoB — OT/IMYHOE [OMNOJIHEeHWE 3aLlnThl :
VHTEPHET-LLNMIO30B CUCTEMOM 6e30nacHoCTu Kaspersky Security ons uHTEpHET-LLNO30B MOXHO
3/1EKTPOHHO NOYTLI, OIHOMO U3 KMIOYEBLIX npuobpecTu B cocTaBe Kaspersky Total Security

nyTen pacnpocTpaHeHnii yrpoa.
Y pacnpocTp yme Ons 6usHeca unm kak oTaeNbHOe peLleHme..

Kaspersky Security ans 6usHeca —
$narmaHckas nmHelika pelueHnii ans
NOCTPOEHUS CUCTEMBI MHOFOYPOBHEBOIA
3aWMThl Paboyunx CTaHLMI 1 CEPBEPOB OT
BCeX BULOB KMbepyrpos.

COCTaB Kaspersky Web Traffic Security
npoaykTta

www.kaspersky.ru

© AO «JlabopaTopus Kacnepckoro», 2023. Bce npasa
3alLLEeHbl. 3aperncTprpoBaHHbie ToBapHble 3HaKu
W 3HaKu O6CJ'IY)KI/IBGHI/I§I ABNAIOTCSH COBCTBEHHOCTBIO
COOTBETCTBYIOWWX BNAAEbLEB.
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